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Semester

	
	Code
	Theory
	Practice/
Application/
Laboratory
	Total
	ECTS
	Language of Instruction
	Course Type

	2021
Spring
	
	IRSS 522
	
	
	
	10
	English
	Elective

	Pre-requisites
	NA

	Instructor
	Prof. Dr. Murat ÖNDER
Email               : monder@ybu.edu.tr
AYBU Avesis  : https://avesis.aybu.edu.tr/monder  
Researchgate   : https://www.researchgate.net/profile/Murat_Onder 
Academia        :  https://independent.academia.edu/muratonder 
Google Scholar: http://scholar.google.com.tr/citations?user=rDsWMTMAAAAJ&hl=en 

	Course Teaching Assistant
	Arş. Gör. M. Metin UZUN
Email                mmuzun@ybu.edu.tr 
AYBU Avesis    : https://avesis.aybu.edu.tr/mmuzun   
Researchgate      : https://www.researchgate.net/profile/Mehmet-Metin-Uzun   

	Class Hour       Offce Hour
	Thursday at 11.00 -12:30
Wednesday 12:30-13:30 at Esenboğa Campus, Thursday13:00 at Cinnah, or by appointment

	Mode of delivery
	Online, interactive class discussions besed on reading materials

	Course objective
	With the globalization and rapid increase of technologies, security threats have increased in many sectors across the globe. The role of artificial intelligience (AI) in managing and shifting these threats has variey of implications for the security studies. There is growing interest in the potential of AI technologies and applications as well as in the potential risks that these technologies might pose.  AI has become an important subject of national and international political debates, as it is the main driver of changes in economy, society and state in the millenium. The debates and literature about AI have been increasing rapidly. As a result, the question here is to maintain the legal and regulatory aspects of AI governance. In addition to the effects of AI on foreign policy and defense, its effects on internal security cannot be ignored. AI revolution is transforming public organizations and governance from the micro (bureaucrats) to the macro (organizational) level. 
This course aims to draw attention to the impact of technology transformation such as AI, machine learning and deep learning on security studies.  ﻿Over the past five years, researchers have achieved key milestones in AI technology significantly earlier than prior expert projections.The goal of this course is to provide a non-technical overview of some of the methods driving AI methodologies and to explore how these technologies are shaping the future of security. Cybersecurity is one of the most pressing problems of our time and artificial intelligence has made great advances in recent years. Ininitiall we will cover general use of AI in public sector, and examine strategy documants of different nation about AI. And then we will address key AI technologies including machine learning and natural language processing in an attempt to help in understanding their role in cyber security and the implications of these new technologies to the world of politics. AI deficiently will complement and strengthen the cyber security practices and will improve their applications in enhancing our security. Partially autonomous and intelligent systems have been used in military technology since at least the Second World War, but advances in machine learning and Artificial Intelligence (AI) represent a turning point in the use of automation in warfare. Last but not least, our course analyzes the development AI and its uses for lethal purposes in war will fundamentally change the nature of warfare as well as law-enforcement and thus pose fundamental problems for the stability of the international system.

	



Assessment



	
	Number
	 (%) Percentage

	
	Midterm
	1
	30

	
	Assisgnments
	2
	20

	
	Attendance and participation
	1
	10

	
	Final Exam/ Term research paper
	1
	40


	Learning outcomes
		1
	The objective of this course is to acquaint the students with the fundamental concepts, 
definitions, approaches and problems of AI and data management in general and 
security studies in particular;

	2
	Define terms related to AI, data and cybersecurity;

	3
	To develop critical thinking skills and a deeper understanding of the studies of security 
within the context of AI and machine learning;

	4
	Assess the role of AI strategies and policies in the success of  security

	5
	Identify core assumptions in the policy discourses and evaluate the
 possible outcomes of AI security policies;

	6
	Demonstrate a correct understanding of the major theoretical debates and 
perspectives on AI, machine learning, and securtiy;

	7
	Evaluate the impacts of the AI use on government, public organizations, 
public information and public service delivery, and government-citizen interaction;

	8
	Evaluate the trends and patterns that will determine the future state of security and cybersecurity;

	
9
	Describe major policy issues involving the AI and big data, including 
democracy, digital divide, privacy, ethical stnadards and security issues




	
Book(s), References, and/or other sources


	Primary Readings (Book, Book Chapter, Article and Report):
Önder, M. & Saygılı, H. (2018). “Yapay Zekâ ve Kamu Yönetimine Yansımaları”. Türk İdare Dergisi, 90:487, (629-668).
İ Demir & M. Önder (2020). Yapay Zeka Stratejileri ve Türkiye. ULİSA 12. Mayıs Sayısı.. https://aybu.edu.tr/yulisa/contents/files/ULI%cc%87SA_12_Say%c4%b1_2_yapay_zeka.pdf
OECD. (2019). Hello, World: Artificial Intelligence and its use in the Public Sector. OECD Observatory of Public Sector Innovation
Brundage, M., et al. (2018). The malicious use of artificial intelligence: Forecasting, prevention, and mitigation. ArXiv, February 2018. https://doi.org/10.17863/CAM.22520 
Allen, G., & Chan, T. (2017). Artificial intelligence and national security. Cambridge, MA: Belfer Center for Science and International Affairs.
European Commision. (2020). White Paper on Artificial Intelligence - A European approach to excellence and trust. https://ec.europa.eu/info/sites/info/files/commission-white-paper-artificial-intelligence-feb2020_en.pdf 
National Science and Technology Council (2016), Preparing for The Future of Artificial Intelligence, Automation, and the Economy, Washington, D.C.: Office of Science and Technology Policy, 
Allen, G., & Chan, T. (2017). AI and National Security. Belfer Center for Science and International Affairs - Harvard Kennedy School, 132. www.belfercenter.org
Slayer, K. M. (2020). Artificial Intelligence and National Security. Congressional Research SVC Washington United States. https://apps.dtic.mil/sti/pdfs/AD1107549.pdf 
Dafoe, A. (2018). AI Governance: A Research Agenda. In Future of Humanity Institute, University of Oxford.
Dwivedi, Y. K., et al. (2019). Artificial Intelligence (AI): Multidisciplinary perspectives on emerging challenges, opportunities, and agenda for research, practice and policy. International Journal of Information Management, July, 0–1. https://doi.org/10.1016/j.ijinfomgt.2019.08.002
Other reading materials to be anoounced in the syllabi. 
Recommended Texts & Other Readings:
Garcia, D. (2018). Lethal artificial intelligence and change: The future of international peace and security. International Studies Review, 20(2), 334–341. https://doi.org/10.1093/isr/viy029
Roman Yampolskiy ed., Artificial Intelligence Safety and Security, Chapman and Hall/CRC: 2018.
Furman, J. (2016), ‘Is This Time Different? The Opportunities and Challenges of Artificial Intelligence’, Remarks at ‘AI Now: The Social and Economic Implications of Artificial Intelligence Technologies in the Near Term’ at New York University.
Calo, R. (2017). Artificial Intelligence Policy: A Roadmap. SSRN Electronic Journal.
Movies and Documentary:
Ex Machine (2014)- Alex Garland
Her (2013)- Spike Jonze
Minority Report (2002)- Steven Spielberg
2001: A space odyssey (1968)- Stanley Kubrick
Social Dilemma (2020)- Jeff Orlowski
Attendance and Participation: Attendance and punctuality are expected for all class sessions and have a significant impact on your final grade. Attendance will be taken each class and if an absence is essential, the student is responsible for notifying the instructor, as well as for ensuring the timely submission of any assignments that are due during his/her absence. Please do your assessments and term paper on time so that we do not fall behind. If you do not show up in the class to talk about your memos, they are considered as not completed.
1-The memos/reading assessments: This course is being run, for the most part, as a seminar, meaning that we will emphasize group discussion and interaction, rather than a lecture. This will require you to actively participate and to be prepared by having read in advance all of the readings for a particular week. All students are expected to complete 10 weeks reading memos during the course of the semester. These memos will be used to identify key themes from the reading and to help guide class discussion. You are encouraged to review the syllabus and to identify the units of most interest to you. Memos may only be written for 10 weeks. Each reading response paper should include the following: 
a) A summary statement that synthesizes all of the readings for that week this should be about 3-5 pages long, single-spaced. 
b) Three (3) to five (5) discussion questions inspired by the readings to help generate class discussion. Questions will be graded for quality and relevance to the course content for the respective week. 
[bookmark: _GoBack]c) Any points of clarification and seems significant relevant to the readings that you would like to have addressed in class. Because one of the primary purposes of these assignments is to help guide in-class discussion, they will be graded for both quality of content and in-class participation. All memos must be e-mailed as word docs file attachments to the instructor, and are due by 5 pm on the Wednesday preceding the week (Thusrday class) for which you are writing a memo. Late memos do not count.
d) You should also participate to the class discussions and present your weekly memos orally to class. The purpose of these weekly memos is to assure that the student has understood the main points of readings and main issues. And then we can discuss problematic areas in the class.
2- Midterm: Midterm exam will be done in class exam as essay type. Preparing memos on time also will help you to get ready for the exam.
3-Term Paper/Final: Students will be required to complete a reserach paper “AI and Security”, not more than 30-40 pages length in double space. The paper should include an introductory part clearly articulating your argument followed a complete description of your argument. We will decide about the date/method, and submission later in the class.
4-Class Presentation: Each student will be required to prepare and present term paper in front of the class, face the questions and defend the presentation. Grading will be assigned based on depth of research done, understanding and clarity of ideas and concepts, quality of presentation and presentation skills. 
Plagiarism, Cheating and other Forms of Academic Dishonesty:
Don’t cross over to the “dark side” and plagiarize or cheat.

	COURSE PLAN

	Week
	Topics

	1

	Introduction and Syllabus: Learning about AI
1- Calo, R. (2017). Artificial Intelligence Policy: A Roadmap. SSRN Electronic Journal.
2-Horowitz, M. C. (2018). Artificial intelligence, international competition, and the balance of power. Texas national security review.
3- Thierer, A.D., Castillo, A., Russell, R., 2017. Artificial Intelligence and Public Policy. SSRN Electronic Journal.. doi:10.2139/ssrn.3021135

	2
	Artificial Intelligence and Big data 
1-OECD. (2019). Hello, World: Artificial Intelligence and its use in the Public Sector. OECD Observatory of Public Sector Innovation (p.9-66)
2-Pencheva, I., Esteve, M., & Mikhaylov, S. J. (2020). Big Data and AI–A transformational shift for government: So, what next for research?. Public Policy and Administration, 35(1), 24-44.
3-Brundage, M., et al. (2018). The malicious use of artificial intelligence: Forecasting, prevention, and mitigation. ArXiv, February 2018. https://doi.org/10.17863/CAM.22520      (p.12-22)

	3



	AI in Government
1-OECD. (2019). Hello, World: Artificial Intelligence and its use in the Public Sector. OECD Observatory of Public Sector Innovation (p.89-139)
2-Dwivedi, Y. K., et al. (2019). Artificial Intelligence (AI): Multidisciplinary perspectives on emerging challenges, opportunities, and agenda for research, practice and policy. International Journal of Information Management, July, 0–1. https://doi.org/10.1016/j.ijinfomgt.2019.08.002
3-Campion, M., Esteve, M., & Averill, C. (2018). Artificial intelligence for the public sector: opportunities and challenges of cross-sector collaboration. The Royal Society, 1-18. 42(7), 596–615. https://doi.org/10.1080/01900692.2018.1498103

	4








	AI Polices and Strategies of Countries: USA, EU and China
OECD. (2019). Hello, World: Artificial Intelligence and its use in the Public Sector. OECD Observatory of Public Sector Innovation (p.72-88)
1-a-China: "A Next Generation Artificial Intelligence Development Plan"
   b- Ding, J. (2018). Deciphering China’s AI dream. Future of Humanity Institute Technical Report.
2- a- USA: The National Artificial Intelligence Research and Development Strategic Plan
    b- USA: Preparing for the Future of Artificial Intelligence
3- a- Van Roy, V. (2020). AI Watch-National strategies on Artificial Intelligence: A European perspective in 2019 (No. JRC119974). Joint Research Centre (Seville site). http://publications.jrc.ec.europa.eu/repository/handle/JRC119974 
b- EU: “White Paper on Artificial Intelligence” https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/excellence-trust-artificial-intelligence
    c- EU: “A European Strategy for Data” https://ec.europa.eu/digital-single-market/en/european-strategy-data 
4- Gill, I. S. (2020). Policy Approaches to Artificial Intelligence Based Technologies in China, European Union and the United States.

	



5



	AI, Crisis Management, Law Enforcement and Security
1- Önder, M. & Uzun M.M. (2021). Role of Artificial Intelligence (AI) on Covid-19 Pandemic Crisis Management Policies. International Journal of Public Administration in the Digital Age (IJPADA), (forthcoming)
2-Fuster, G. G. (2020). Artificial Intelligence and Law Enforcement - Impact on Fundamental Rights. In European Paliamentary Research Service (Issue July). http://www.europarl.europa.eu/supporting-analyses p.21-36

	6



	AI Governance and Security
1-Dafoe, A. (2018). AI Governance: A Research Agenda. In Future of Humanity Institute, University of Oxford.
2-Brundage, M., et al. (2018). The malicious use of artificial intelligence: Forecasting, prevention, and mitigation. ArXiv, February 2018. https://doi.org/10.17863/CAM.22520      (p.23-49)

	7
	AI and National Security
1-Slayer, K. M. (2020). Artificial Intelligence and National Security. Congressional Research SVC Washington United States. https://apps.dtic.mil/sti/pdfs/AD1107549.pdf 
2- Allen, G., & Chan, T. (2017). Artificial intelligence and national security. Cambridge, MA: Belfer Center for Science and International Affairs. p. 12-45. https://www.iam.ru/worlds/ainatsecurity.pdf 
3-Alexander Babuta, Marion Oswald and Ardi Janjeva, (2020), “Artificial Intelligence and UK National Security Policy Considerations,” Royal United Services Institute for Defence and Security Studies.

	8
	Case Studies in AI and Security
1-Özdemir, G (2019), Artificial Intelligence Application in The Military the Case Of United States And China, SETA Analaysis, No:51 https://setav.org/en/assets/uploads/2019/06/51_AI_Military.pdf 
2- Spiegeleire, S. De, Maas, M., & Sweijs, T. (2017). AI and Future of Defence (Issue May). The Hague Centre for Strategic Studies. p.77-98

	9
	Cybersecurity 
1-Allen, G. & Chen, T. (2017), “Artificial Intelligence and National Security,” (p.91-99)
2-Herrmann D., Pridöhl H. (2020) Basic Concepts and Models of Cybersecurity. In: Christen M., Gordijn B., Loi M. (eds) The Ethics of Cybersecurity. The International Library of Ethics, Law and Technology, vol 21. Springer, Cham. https://doi.org/10.1007/978-3-030-29053-5_2e
3-Finnemore, M., & Hollis, D. B. (2016). Constructing norms for global cybersecurity. American Journal of International Law, 110(3), p.425-479.
﻿4--Bhatele, K. R., Shrivastava, H., & Kumari, N. (2019). The Role of Artificial Intelligence in Cyber Security. In Countering Cyber Attacks and Preserving the Integrity and Availability of Critical Systems (Issue January, pp. 170–192). IGI Global. https://doi.org/10.4018/978-1-5225-8241-0.ch009
5- Slayton, R. (2017). What Is the Cyber Offense-Defense Balance? Conceptions, Causes, and Assessment. International Security, 41(3), 72–109. doi:10.112/isec_a_00267    

	10
	 AI Ethical Standards
1-Jobin, A., Ienca, M., & Vayena, E. (2019). The global landscape of AI ethics guidelines. Nature Machine Intelligence, 1(9), 389-399.
2- Floridi, L et al. (2018). AI4People—An Ethical Framework for a Good AI Society: Opportunities, Risks, Principles, and Recommendations. Minds and Machines 28, 689–707.. doi:10.1007/s11023-018-9482-5

	11
	Midterm Exam

	

12


	Biologic, Nuclear, Aerospace, Health Threats: AI Solutions
1-Allen, G. & Chen, T. (2017), “Artificial Intelligence and National Security,” (p.71-90, 100-110)
2- Johnson, J. (2019). The AI-cyber nexus: implications for military escalation, deterrence and strategic stability. Journal of Cyber Policy, 1–19. doi:10.1080/23738871.2019.1701693

	13
	 AI and the Future of Warfare
﻿1-Spiegeleire, S. De, Maas, M., & Sweijs, T. (2017). AI and Future of Defence (Issue May). The Hague Centre for Strategic Studies. 44-60
2- ﻿Cummings, M. L. (2017). Artificial Intelligence and the Future of Warfare. Research Paper (Issue January). https://doi.org/10.1145/2046684.2046699 
3- Garcia, D. (2018). Lethal artificial intelligence and change: The future of international peace and security. International Studies Review, 20(2), 334–341. https://doi.org/10.1093/isr/viy029

	14

	AI, Security and the Future prospects
1-Brundage, M., et al. (2018). The malicious use of artificial intelligence: Forecasting, prevention, and mitigation. ArXiv, February 2018. https://doi.org/10.17863/CAM.22520      (p.52-57)
2-Taylor, M. Z. (2016). The politics of innovation: Why some countries are better than others at science and technology. Oxford University Press. (p.275-297)

	15
	Final Exam /Term Paper
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